Security Requirements

The Office of Inspector General (OIG) has recommended the following as necessary for physical and
systems pharmacy security:
e Security cameras should be installed in each pharmacy to record the controlled substance
inventories and any other locations where controlled substances are stored.

o

The areas of video observation should include Automated Dispensing Robots (ADRs),
pharmacy filling area, primary area(s) of dispensing medications to the patients

All entrances to and exits from the pharmacies should also be monitored by security
cameras

Comments/Clarification

® As Pharmacy physical security is a complex project that requires an understanding of pharmacy
layout and processes, as well as the layout of the building’s infrastructure, IHS Portland Area
Office (PAO) recommends that potential vendors perform an on-site assessment to provide an
adequate security solution

® CCTV Security Cameras

o
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IP-based solution is required
Must support industry standard Power over Ethernet (PoE)
Each camera will be clearly defined by an IP address and Location Name
Recorded/Live footage will clearly note which camera (IP address, location)
Recorded/Live footage will clearly note Date/Time recorded
Only record when motion is detected
Camera should provide overlapping coverage to eliminate any and all blind spots
3 Megapixel or higher resolution camera (to allow for clear facial recognition) for
recorded/live footage is required for cameras providing coverage of:

= Pharmacy entries and exits; Counseling Room(s); Pharmacy Patient Reception;

Bulk pharmaceutical storage

5 Megapixel or higher resolution camera (to assist with investigation of discrepancies,
thefts, and/or diversions) for recorded/live footage is required for cameras providing
coverage of:

= ScriptPro (or other Automated Dispensing unit(s)); Controlled Substance safe(s);

Prescriptions awaiting pickup (storage/shelving); Medication filling location(s)

Cameras must allow for recording in low light environments

= Auto sensor adjustment

= Camera continuously adjust the exposure to optimize the image

= Night mode
Cameras are required to provide 360 degree coverage and allow for celling or wall
mount installation
Cameras are protected against tampering/disabling

Data/Video Storage Requirements
= Management software will be managed by IT staff, but should be made
accessible to non-IT staff, such as pharmacists or administration



= Storage hardware for recorded footage should be capable of saving up to sixty
(60) days of security footage for each camera, and should be easily upgradeable
to accommodate expansion/increased storage capacity

o Camera Placement
= Local Facilities management, Local Chief Pharmacist, and Area Pharmacy
Consultant will be consulted regarding the placement of CCTV security cameras

o Maintenance
= A maintenance agreement is required to assure timely repairs, as needed
= A maintenance agreement will include scheduled testing to verify the system
works as intended



